OCTOPOXHO:
TENE®POHHbIE MOLLEHHUKW!

S MPUSHAKOB OBMAHA

HA BAC
BbIXOOAT CAMWU

AdepucTbl MOryT
npeacTaBsmTbcs cnyxbomn
GesonacHocTK BaHka,
HaNOroBow,
NpoKyparypou

JTio6o HeoXXMpaHHbIN
3BoHoOK, CMC nnuv nucbmMo —
NnoBoA HACTOPOXXUTBCH

PALYIOT BHE3AMNHOW @
BbIFOLOWM UMM MYTAIOT

NPUTYNNAIOT
BaAMTeNnbHOCTDb

Q BAXKHO!

CoTpyaHuKn 6aHKOB 1 NONULUK
HUKOI A He cnpawusaloT
PeKBU3UTbI KapTbl, Naponu

n3 CMC, nepcoHanbHblie aaHHble
WU He NPOCAT coBepluaTh
nepesopbl C Balen KapThbl

Kak 3auuTnTe CBOM PUHAHCHI,
[m] '+ yuTanTe Ha fincult.info

3BOHAT
3 EIIE}HI-(EI, NonKLAA

WK apyron opraHvsaumm’?

~ YBEOUTECD,

CunbHblie 3MOUUK YTO 3TO HE MOLWEHHUKH!

e HA BAC OABSAT

AdepucTbl Bceraa
TOPONAT, YTO6bLI

y Bac He 6bino
BpeMeHu Bce obaymaTth

o FOBOPHAT O AEHbBIAX

MNpepnaraioT cnacTu
CEIEPE)KEHHH, nony4vy1Tb
KOMMNeHcauuio Wnuv BRoXxXuTbCA
B UHBECTULIMOHHDIN npoeKT

e NMPOCHT COOBUINTD
AOAHHDIE

3110yMbIWIEHHUKOB
UHTEPEeCYIOT PEKBU3UTDI
KapTbl, NAPONM U Koabl

U3 BaHKOBCKUX yBeAOMNEeHUN

HUKOrAA HUKOMY
HE COOBILAMTE:

Koabl ua CMC

TPEex3HauHbIK Ko Ha 060POTHOM
cTopoHe KapTbl (CVV/CVC)
PIN-kon

naponu/norkHbl K GaHKoBCKOMY
NPUNOXKEHUIO U OHNANH-6aHKy
KOQoBOe CroBo

nepcoHanbHble paHHble

dPuHancoBan
KynbTtypa



@ baHK Poccum

KAK SALLLUTUTDCAH

OT OHNANH-MOLWEHHUKOB

Y10o06bI gobpaThCcsH A0 Bawmnx 6aHKOBCKUX CHETOB,
MOLUEHHUKAaM HYXHbl Balln nepcoHanbHblie gaHHble
N PEKBU3NUTbI KapT

Kakue cxeMbl ncrnonb3ayloT ahepucTbl?

OBELWWAKOT 30/10ThIE NOPbI

Onpockl 3a BO3HarpaxgeHue, colunanbHbie BbINAaTel AW caepxnpubbinbHbIe
MHBECTUUMOHHBIE NPOEKThI, [apanTua OBICTRPOro 000DraweHns = Npu3xHak obmanxa

SAMAHUBAIOT HA PACNPOOAXMW

DFDGMHI:IE CKUAOKW W HU3KWNe LUeHbl MOryT OKa3aTeCH MOLLEHHWNYECKON ","HDEII-{DI;'!

CNEKYNUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, 06BLABNAKT COOP AEHEr HAa pazpaboTky BakunH, 00eWwanT BepHyTh
AEHBIW 38 OTMEHEHHBIE PeRCkl WKW NPeanaranT NONYYUTs rocyAapcTBEHHbIe
aoTaLmu

MACKUPYIKOTCH

PaswirpbiBatoT ponk NPoAasuUoB U NOKyNnaTeneh Ha NnonynapHbix cainTax oOwaBneHni

Kak o6e3onacuTb CBOU O€HbIr
B UHTEepHeTe?

1 YCTaHoBUTE aHTUBUPYC U PErynapHo oOHOBNAWTE ero

Jageaute otaenbHyO AebeToBYIO KapTty ANSA nnarexen
B MHTEPHETE U KNaauTe Ha HEee HYXHYIO CyMmMy nepeg onnaron

Bcerpga npoeepanTe aapeca 3NeKTRPOHHOW NOYThI U CAWTOR —
OHW MOTYT OTANYATLCA OT OPUUMaNbHbBIX NWIWWL Napon CUMBONOB

He nepexogute No ccbiNkam OT He3HakoMLIeB —
cpasy yaansanTe cCoMHUTeNbHbIE COOBLLeHWA
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HukomMmy He coobLlainTe CBOM NepcoHanbHbie ganHbie
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%3“%;-?’: MoppobHee o npasunax

Fi: a4 KubeprurmeHsl ®uHaHcoBas
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KAK SALIMTUTDBCH
OT PULLHIA

DUWMHI — BUA MOWEHHUYEeCTBa, Korga y YenoBeKka KpaayT
nepcoHanbHbie faHHbie UK AeHbrv € NOMOLLbIO CANTOB~NOALENOK.
YacTo MOWEHHUKW AeNnaloT CaiTbl, KOTOPbIe KakK ABe Kansiv Boabl
MOXOXKW Ha CalTbl peanbHbIX opraHusaumm

KAK MOXXHO OKA3ATbCH
HA ®ULLNHIOBOM CANTE?

Mo ccbinkam 13 HTepHeTa unn anekTpoHHowu novtsl, CMC,
COODLEHMI B COLICETSX UMK MEeCCeHMKepax, peknambl,
obbaABNEHUIN O NoTepesx, pacripogakax, KOMIeHcaumsax
OT rocypapcrsa

Xakepbl HacTO B3/1aMbiBaOT YY)XKMe aKKayHTbl,
M PUWIMHIroBan CCbi/IKa MOXKET NPUUTU AaXKe OT 3HAKOMBbIX

KAK PACINMO3HATb
OULLUMNHIOBbIA CAUT?

Appec OTNIMYaeTCH OT HACTOSLWEro NULLL Napon CUMBOSOB
B appecHo cTpoke HeT https 1 3Hauka 3akpbiTOro 3amMka
Ou3aaliH ckonMpoBaH HeKayecTBeHHO, B TeKCTax ecTb OWnbku

Y caiTta Mano cTpaHul Wnu aaxke ogHa — Ans BBOAA AaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®ULLIMNHIA?

YcTaHOBUTE aHTUBUPYC U perynspHo obHoBnsnTe ero
CoxpaHsiiTe B 3aKnafkax agpeca Hy)KHbIX caiiToB
He nepexoauTe No NOAO3PUTENbHBIM CChINKaM

NUcnonbayiTe OTAENbHYIO KapTy AN8 NOKYNoK B UHTepHeTe,
Knagute Ha Hee HY)KHYIO CyMMY NpPSMO nepes onnaTown

’* ¥y 4 Z ®uHaHcoBan
'ﬁ OApobHee o npasunax KyneTypa
Ul KMGEeprurueHsl YUTamuTe Ha



@ baHK Poccuun

KAK SALLUTUTD
CBOUTADKETDI OT BUPYCOB

BUPYCDbI:

» OTKPbIBAIOT yAaneHHbli fOCTYN K BallemMy yCTPOUCTBY
« KpaayT NoruHbl U Naponu oT oHNanH- 1 mobuneHoro 6aHka
» NepexBarbIiBaloT CeKpeTHbIe Koabl U3 coobweHnnn

3anonyy4ms 3T AaHHble, KN6epnpecTynHUKu
MOryT NOXUTUTbL BCE fieHbIrv C BallUX CHYETOB

3aBucaer, nepesarpyXaerca Unu oTKNYaercs
KAK NOHATD,

YTO YCTPOMCTBO 3APAXEHO? Cawmo 3asepiuaer paboty NpuUnoxexui

NokazbiBaer BCNNbIBaOWME OKHA

Tepaer o6bem NnamMaTH

MozeoHuTe B 6aHK 1 nonpocute 3abnokuposars [OCTyN
YTO OENATD, K OHMaiH- u MOBUNbHOMY GaHKy U BCE KapTbl, KOTOpPbIe

ECNA HA YCTPOMUCTBE BUPYC? WCrNo/nb30BaNn Ha yCcTponcTee
O6parurTech B CEPBUCHBIN LEeHTP, HTOOb! BbINEYUTL ragxer

MepeBbinycTnTe KapThi, CMEHUTE NOrvH W Napons
OT OHNaH-6aHKa 1 3aHOBO yCTaHOBUTE 6aHKOBCKOE NpUNoXeHne

WcnonbayiTe aHTMBUPYC W perynsapHo ero obHoBNsAnTe
KAK 3ALUMUTUTD : ._
e nepexoauTe No CCbiNKam OT HE3HAKOMLEB, He ycTaHasnuBanre

YCTPOMCTRO OT BHPYCOBY NporpamMmmbl NO UX NPocb6e U He NCNONb3YNTE YyXue thnewku
CkaumBaite NpUNoXeHUs TONLKO U3 NPOBEePeHHbIX UCTOMHMUKOB
O6rHoBNAKTE ONEepauMoHHYIO CUCTeMY YCTPONCTBA

Mz6eranrte obwepnocrynueix Wi-Fi-cerein

Moapo6Hee o 3aluMTe ragxeTos ®uHaHcoBan
yuraiaTe Ha [incult.info KynsTypa




YKPAJIN OEHbI'N?

© 3ABNIOKUPOBATDb ® HAIMUCATDL © OBPATUTBLCH
KAPTY 3AABNEHUE 9 HECOrMACHUH B NONUUMIO
C ONEPALMEMN
i I ) U9,
T
* N0 Homepy TenedoHa 6aHka 3asiBneHue AonNxXHo Yem Gonbwie noaein
Ha OaHKOBCKOW KapTte ObITh HANUCaHO: noAaayT 3aaBNeHus,
Wik Ha opruMankHoM cante . B TEYEHNE CYTOK nocne TeM Bbille BEPOATHOCTb,
» HYepes MobunbHoe npunoxeHwe cooblWeHnsa 0 cnucaHnm YTO NpPpecTynHMKoB
« Yepes NUYHbIA KabuHeT aenel Al
Ha ochuumanbHOM cainTe GaHkKa - Ha MecTe B oTaeneHnun
GaHKka

« B otaeneHnn 6aHka

KAK OBE3OMNACUTb AEHbIr' HA CHETAX?

HUKOMY HE COOBLLUAWTE: KOOOBOE CNNOBO
» CPOK AENCTBUA KapTkl U Tpex3HavyHbin Koad HasblBalTe TONbKO COTPYAHUKY BaHKa,
Ha ee obopoTHoi cTtopoHe (CVV/CVC) Korga camu 3BoHUTE Ha ropAaYvyto
NUHWIO

= MNapofin U KOAbl U3 YBE,D,DMHEHHFI
» IOFMH W NApPONb OT OHNaWH-0aHKa

HE NYBNIUKYWUTE
NEePCOHaNbHbIE AaHHBIE B OTKPBLITOM AOCTYMNe

QP bBaHk He koMmneHcupyer
noTepw, ecnu Bbl HapyLwunm

npaswuna 6esonacHoro

YCTAHOBUTE
NMCNOJIb30BaAHWA KapThl

aHTUBUPYCbl HA BCE YCTPONCTBA

dunancosan
KynbTypa

Mogpo6Hee o npasunax 6e3onacHoOCTH
yuTanTe Ha fincult.info




